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Passive Testing
- For checking both the data and control part of 

the protocol.
- Enumeration of data values. 
- Specification dependent

(i) ONLY CONTROL PART

Invariant : Req / Ack 
System Trace : *, Req,…,Ack, *,Req,*,Req,…
Verdict = True
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(ii) CONTROL + DATA  PART
Invariant : Req(A) / Ack(B) 
System Trace : *, Req(A),Ack(C), *, Req(A), Req(B),…

Verdict = False or Inconclusive
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 IOSTS – Functional and Security attacks can be 
modeled.

 SYMBOLIC - Enumeration of data values is not 
required.

 REDUCES FALSE POSITIVE VERDICTS - Data 
relationship between messages.

 SYMBOLIC EXECUTION – Passive Testing.
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[1]   J. Rosenberg , H. Schulzrinne, G. Camarillo, A. Johnston,J. Peterson, R. Sparks, M. Handley, and E. Schooler. SIP: 
Session Initiation Protocol RFC-3261,2002.
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G1:{ (from0 = vfrom)^(to0 = vto) ^(cid0 = vcid) }

?200 Ok (from0,to0,cid0)

A1: { (vfrom := from0)^(vto := to0)^(vcid := 
cid0)^(vcontact1:= contact0) }
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 Trace Monitoring technique

 Trace slices – Each parameter instance observed 
in the trace.

 The events corresponding to a particular 
parameter instance are grouped in the order they 
appear in the trace in a particular trace slice. 

 Other events that are unrelated to the given 
parameter instance are dropped.

[2] F. Chen and G. Rosu, Parametric trace slicing and monitoring. TACAS’09.
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 Consider a sample SIP trace,
! Register(From:Dav, To:Clara, CID:123)
?401 Unauth(From:Dav, To:Clara, CID:123)
! Register(From:Ann, To:Clara, CID:456)
! Register w/Credentials(From:Dav, To:Clara, CID:123)
?200 Ok(From:Dav, To:Clara, CID:123)
?200 Ok(From:Ann, To:Clara, CID:456)
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Slices  Data Portion Control Portion
Slice 1 From:Dav,

To:Clara,
CID:123

!Register?401Unauth!Register w/cred?200 Ok

Slice 2 From:Ann, 
To:Clara, 
CID:456

!Register?200Ok



 Control portion : CP[Traces(SE(M)) ] \ Control portion(slice)
 Data portion: 

 Substitute concrete data values in place of symbolic values.
 Satisfiability of each state in path of the SE - Guard condition 

check.
 AttackSeq : 0 (Property Sequence), 1 (Attack Sequence)
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AttackSeq Control 
Portion 

Data Portion Verdicts Comments

0 Y Y Pass Property 
satisfied.

0 Y N Fail Property not 
satisfied.

1 Y Y Attack Pass Attack sequence
satisfied.

0 or 1 N - Inconclusive Trace length
insufficient to 
decide.



 PASS, if (Every (Verdict(tsi) = Pass))

 Attack-PASS, if (Exists(Verdict(tsi) = Attack-
Pass))

 FAIL, if [(Exists(Verdict(tsi) = Fail)) ^
(Exists(Verdict(tsi)≠ Attack-Pass))]

 INCONCLUSIVE, otherwise.

17



18

Wireshark 
Collected Traces

Guard-conditions 
table SE(M)

Table with 
Property details

Trace Parsing

Input 
(.txt)

Input Input

dbo.InputtoExcel

Trace Slicing

dbo.Slices

Evaluation Engine

dbo.guard-
conditions

dbo.Eval-input

Verdict



 Captured trace using Wireshark (.txt format) 

 Guard conditions – Symbolic state.

 Symbolic traces collected from the symbolic 
execution of the IOSTS property ((i.e.) the property 
that is to be verified on the IUT traces) + Symbolic 
state details.
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 Reduce Number Of Inconclusive verdicts

o Filtering - Reduce number of Slices.

o Time constraints.
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QUESTIONS ? 
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