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Problem Statement

»Passive Testing

- For checking both the data and control part of
the protocol.
- Enumeration of data values.

— Specification dependent

(i) ONLY CONTROL PART

_ USER: A USER : B
Invariant : Req / Ack

System Trace : *, Req,...,Ack, *,Req,*,Req,...
Verdict = True




Problem Statement

REQUEST
from: A ; to: B
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B [ |ACKNOWLEDGEMENT
§ from: B ; to: A

(ii) CONTROL + DATA PART
Invariant : Req(A) / Ack(B)
System Trace : *, Req(A),Ack(C), *, Req(A), Req(B),...
Verdict = False or Inconclusive




Motivation

» |OSTS - Functional and Security attacks can be
modeled.

> SYMBOLIC - Enumeration of data values is not
required.

> REDUCES FALSE POSITIVE VERDICTS - Data
relationship between messages.

> SYMBOLIC EXECUTION - Passive Testing.




Our Approach

| RFC/ Specifications / User manual

Obtain behavior or
attack scenarios to monitor
IOSTS (M) representation of
behaviors/attack scenarios

Symbolic execution of
|OSTS, SE(M)
Obtain the Symbolic Execution Tree ‘

e P"""““w Extract the Trace(SE(M)) and state details Traces from
w;"fawm-“ el 7| | o =l (guard-conditions, Assignments) Wireshark (.txt format)
I m'm ' l Input l Input

[ woscas |aoo guarondions o Evatip Prototype Model (Trace Slicing & Evaluation

r E,.'.,., » ' algorithm implemented)

Output

Output

Werdict

Verdicts
(Pass/Attack-Pass/Fail/lnconclusive)




Sequence Diagram - Registration Property
and De-registration attack in SIP!

Legitimate SIP Attacker
User A Registrar A
Register(contact:User A,
expires:3600)
200 Ok
=
Register (contact:*,
. &Xp res:0)
200 Ok
-
Register(
contact:AttackerA,
expires:1day)
-
200 Ok
-

Camarill20, A. Johnston,). Peterson, R. Sparks, M. Handley, and E. Schooler. SIP:
002.



Sequence Diagram - Registration
Property and DoS attack in SIP!

Legitimate SIP Attacker
User B Registrar B
Register
L

401 Unauthorized
-

Register w/credent

-
200 Ok
-
Register
(-l
401 Unauthorizec
-
Register

w/false credent

401 Unauthorized

-

=t
-
-

YVYVY




Registration Property and attack scenarios
in SIP — G

G1.2:{ (from0 = vifrom)"(te0 = vto)
A(cid0 = vcid)*(realm0=vrealm)
! Register w/cred(from0,to0,cid0
A1.2: { (vfrom := from0Q)" (vto := to0

Had= el \kfrom := from_i)*(vto :=to_i)

Wveid ;= cid_i) }

{ (from0 = vfrom)" (tc0 = vto)
*cid0 = vcid
G"-ﬂff’.gg‘o = ‘:’L’)";“)“(tw = vto) ?2130 ok (fron-n)u},tou,cidul
Cl = vcl 2 JE o)
A [ (virom := from0)*(vto := to0
2401 Unauth(fromo,to0,cido)\| = 2 Jf L {{Te 2 femdrivie =1e0)
A1.1: { (vfrom := from0)*(vto := to0) ._ e (veontact1:= contact0) }

04 virom)” (to0 = vto)
= veid)*(expire0=0)"
(contactd = *) }
! Register(from0,to0,cid0)

A2: { (vfrom := fromQ)*(vto := to0)
e A(veid := cid0) }
G3{ (from0 = vfrom)" (to0 = vto)

*(cid0 = vcid) }
2200 OK (from0,to0,cid0)
A3: { (vfrom := from0)*(vto := to0)

@ Aveid == cid0) }

G4 (from0 = virom)*(to0 = vto)
*(cidO = veid)"(contactO # vcontact1)}
! Register(from0,to0,cid0)
Ad: { (vfrom := from0)"(vto := to0)
*(veid := cid0) }

G54 (fromQ = vfrom)* (to0 = vto)
*(cid0 = vcid) }
2200 Ok (from0,to0,cid0)
AB: { (vfrom := from0)*(vto := to0)
A(veid := cid0) }




Registration Property and attack
scenarios in SIP - IOSTS

@
! Register(from0,to0,cid0)

AO: { (vfrom := from_i)*(vto :=to i)
Mveid :=cid_i) }

Y

S1
O G1:{ (from0O = vfrom)”~(toO = vto) ~(cidO = vcid) }

?200 Ok (from0,t00,cidO)

Al: { (vfrom := from0)*(vto := to0)*(vcid :=

O cid0)*(vcontactl:= contactO) }
S2
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Symbolic Execution of IOSTS

7401

Unauth(from0,to0,cid0

n11: (S1.1,A1.1, G1.1)
I Register i

w/cred(from0,to0,cid0
2401

nll:(S1.1,A11,G1.1)
! Register
w/cred(from0,to0,cid0)
nl2:(S1,A1.2,G1.2)

¢ ?401Unauth(from0,to0, cid()

nll: (S1.1,A1.1,G1.1)
Guard Conditions

- nl2:(S1,A1.2,G1.2)
unauth(from'lt:w/ 2200 Ok
(from0,to0,cid0

n2: (S2, A2, G2)

Init: (SO, A0, GO)

l ! Register(from0,to0,cid0)

nl: (81, A1, G1)
l 7200 Ok(from0,to0,cid0)

n2: (2, A2, G2)

! Register(fromu,tou,cim

n3: (S3, A3, G3)
2200 u:)k(fr.::mo,too,c:i.:m)lv

n4: (54, A4, G4)
! Register(froml],tol],cidﬂ)i

ns: (S5, A5, G5)
2200 Ok(fromﬂ,toﬂ,cidﬂ)l

né: (S6, A6, G1.1)

Assignments

GO: true
G1: from0= vfrom"to0=vto" cidO=vcid
G2 from0O= vfrom"to0=vto" cid0=vcid"
expire0=0"contact0 = *

G3: from0= vfrom"to0=vto" cid0=vcid
G4: from0O= vfrom"to0=vto" cidO=vcid"
contactO # vcontact
G5: from0O= vfrom"to0=vto" cidO=vcid
G1.1:from0= vfrom"toO=vto"cid0=vcid
G1.2:from0= vfrom*toO=vto *cid0 = vcid

*realm0 = vrealm

AO: vfrom:= from_i, vto:=to_i, vcid:= cid_li
A1: vfrom:= from0, vto:= to0, vcid:= ¢cid0,
vcontact1:= contact0
A2: vfrom:= from0, vto:= to0, vcid:= cid0
A3: vfrom:= from0, vto:= to0, vcid:= cid0
Ad: vfrom:= from0, vto:=to0, vcid:= cid0
A5: vfrom:= from0, vto:= to0, vcid:= cid0
AB: vfrom:= from0, vto:= to0, vcid:= cid0
: vfrom := from0, vto := to0,vcid := ¢id0,

veseq:= csed0
A1.2: vfrom := from0, vto :=to0, vcid := cid0
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Symbolic Execution of IOSTS

Guard Conditions
GO: true
Init: (S0, AO, GO) G1: from0= vfrom"to0=vto"cid0=vcid
G2: from0= vfrom"toO=vto"cid0=vcid"
! Register(from0,to0,cid0) expire0=0"contact0 = *
nl: (S1, A1, G1) G1.1:from0= vfrom"to0=vto"cid0=vcid
2401 G1.2:from0= vfrom*to0=vto *cid0 = vcid
7 N _
Unauth(from0,t00,cid0) realmQ = vrealm
nl.1l: (S1.1,A1.1,G1.1) :
! Register Assignments
wicred(from0,to0,cid0) _ S
AO: vfrom:= from_i, vto:=to_i, vcid:= cid_i
nl.2: (51,A1.2, G1.2) A1: vfrom:= fromQ, vto:= to0, vcid:= cid0,
2200 Ok vcontact1:= contact0
{frm:ntl to0,cid0) A2: vfrom:= from0, vto:= to0, vcid:= cid0
; AR A1.1: vfrom = from0O,vto := to0,veid := cid0,
n2: (82, A2, G2) veseq:= cseq0
A1.2: vfrom = from0, vto := to0, vcid = cid0
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Parametric Trace Slicing?

» Trace Monitoring technique

» Trace slices - Each parameter instance observed
in the trace.

» The events corresponding to a particular
parameter instance are grouped in the order they
appear in the trace in a particular trace slice.

» Other events that are unrelated to the given
parameter instance are dropped.

7 [2] F. Chen and G. Rosu, Parametric trace slicing and monitoring. TACAS’09.
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Parametric Trace Slicing - Example

Init: (S0, AO, GO)
! Register(from0,to0,cid0)
» Consider a sample SIP trace, nl: (81,A1, G1)
| Register(From:Dav, To:Clara, CID:123) Unauthifromd,£00,ckd0)
2401 Unauth(From:Dav, To:Clara, CID:123) nl.L: {S‘|-1.!“*a‘l-1.G1-1}!R&gimr
| Register(From:Ann, To:Clara, CID:456) wi/cred(from0,to0,cid0)
| Register w/Credentials(From:Dav, To:Clara, CID nl.2: (81,A1.2, G1.2)
2200 Ok(From:Dav, To:Clara, CID:123) 2200 Ok
2200 Ok(From:Ann, To:Clara, CID:456) n2: (52, A2, G:;Tm’toﬂ'c'dm
Slice 1 From:Dav, IRegister?401Unauth!Register w/cred?200 Ok
To:Clara,
CID:123
Slice 2 From:Ann, IRegister?2000k
To:Clara,

CID:456

15




Evaluation - I0STS property on the
trace slices

» Control portion : CP[Traces(SE(M)) ] \ Control portion(slice)
» Data portion:
- Substitute concrete data values in place of symbolic values.

- Satisfiability of each state in path of the SE - Guard condition
check.

- AttackSeq : O (Property Sequence), 1 (Attack Sequence)

AttackSeq Control Data Portion | Verdicts Comments
Portion

Pass Property
satisfied.

0 Y N Fail Property not
satisfied.

1 Y Y Attack Pass Attack sequence
satisfied.

Oorl N - Inconclusive Trace length
insufficient to
decide.

—__ .y
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Final Evaluation — Property on the
Implementation trace

» PASS, if (Every (Verdict(tsi) = Pass))

» Attack-PASS, if (Exists(Verdict(tsi) = Attack-
Pass))

» FAIL, if [(Exists(Verdict(tsi) = Fail)) A
(Exists(Verdict(tsi)+ Attack-Pass))]

» INCONCLUSIVE, otherwise.

17



Prototype Tool

[ Wireshark [ "Guard-conditions
Collected Traces table SE(M Property details |
Input

Input Input

dbo.InputtoExcel

Trace Slicing
dbo.guard-

dbo.Slices conditions

Evaluation Engine

dbo.Eval-input

18



Prototype - Inputs

» Captured trace using Wireshark (.txt format)

» Guard conditions - Symbolic state.

» Symbolic traces collected from the symbolic
execution of the IOSTS property ((i.e.) the property
that is to be verified on the IUT traces) + Symbolic
state details.

19



Prototype Tool

suard-conditions ~— Table with
table SE(M Property details |

Input Input

P ——

Wireshark
Collected Traces

(.txt)

' Trace Parsing l

dbo.InputtoExcel

Trace Slicing

dbo.Eval-input
_ dbo.guard-
dbo.Slices conditions

Evaluation Engine

Output

Verdict

20




Prototype Tool

(.txt)

dbo.InputtoExcel

l Trace Slicing l

dbo.Slices

| Wireshark suard-conditions
Collected Traces table SE(M Property details |
Input

Evaluation Engine

Input Input

dbo.Eval-input
dbo.guard-
conditions

Output

Verdict 51



Prototype Tool

- Wireshark
Collected Traces
Input

(.txt)

dbo.InputtoExcel

Trace Slicing

dbo.Slices

T ——

uara

—conditions ~— Table With_
table SE(M Property details |

Input Input
dbo.guard- dbo.Eval-input
conditions

Verdict

22



Prototype - Evaluation Output

Sy _Vokes Conc, Vo 4] #
CaliD: colld0) FromTag fromtagd CaiD %
ColID. cobd) FromTag fontagd) CliD:
10: cold) FromTag bomtagd ToTog tetagh  CalID UL
10: cobd0 FromTag. fomtagl ToTag totagd  CalID (B
10: calidl) FromTag. fromtagd ToTag totagd CaliD : L
ColiD: coldl FromTag fromtagl ToTag tag0 CalID U

CaliD: coldl) FromTag fromtag) ToTag tetagd  CAlID |

o
Patih oA P Won lnmta s T Ton taiasl  Aob iy 'C‘—]

L]

Datapat Jeta Contropa W
5 2190TT04@10 200 254 104 420120460 SUBSCRIBE SUBSCRIBE SUBSCRIBE SUBSCREE
6 ITH2509@10 202254 101 1941 720454 SUBSCRIBE SUBSCRIBE SUBSCRIBE SUBSCREE
T LI20NIGEST2II0@ 152 168 111 S Tck0 12040668 . INVITE 100 Tryng 101 Duog Extablshemert 160 R
B 001100569096 20006 74453086022106 2001100889366:2 . INVITE 100 Tiyng 160 Regng 200 OK ACK BYE 200041
9 LUMM20A06E871 70650152 168 111 9 ATcddlO- 120416 INVITE 100 Toyng 180 Remgng 200 0K 200 0K ACK BYE
10 452187910 202 254 101 3996465559 4TcddB0-120416..  INVITE 100 Tyng 190 Resging 2000K ACK BYE 2000K
1 29077410202 250 104 1001100SE5056-292067449.  NOTIFY NOTIFY 200 0% 200 0K NOTIFY NOTIFY 2000

LR SAORATI IR A AN AL 1R R YA AR A TN FiLAAAPRR S ARARAR A Ay S0 AW P RRARAF P
i [ |

(Mo colmn name) |
I

9 Query executed suxcessiuly. * mouttappe\saferpress (100 .. | MOUTTAPPA\Pramda MOUT... | Pramda | 000021 | 16 rows
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Experimental Results

Trace | No. No. Trace Output without errors Trace Qutput with errors and attacks
Packets |Slices | P F | Final O/P| P F | AP Final O/P
1 58 24 - 34 I

122

22 2

2 199 85 12 - /3 I 10 2 1 AP
3 280 280 140 = 140 I 138 2 = F
4 4154 4146 2073 = 2073 I 2070 1 2 AP
5 10000 5458 1365 = 4073 I 1365 = 1 AP
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Future Works

» Reduce Number Of Inconclusive verdicts

o Filtering - Reduce number of Slices.

o Time constraints.
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QUESTIONS ?




