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CONTENT OF SPEECH:  

 1)  About Complex Hybrid Systems (CHS)? 
  -> Reference Models of IoT / I4.0 / Smart Grid / Smart City etc. 

 2)  How to achieve Trustworthiness in Products / Complex Systems? 
  !‘Pentagon of Trust‘ 

 3)  SIEM Communication Approach  
  ! Data Lake Model filled with <n-tuples> Abstract Data Types 

 4)  I4.0 Automation and Control System Model  

 5)  Model-based Testing of CHS 
  ! Test/Evaluation Semantics by Graph Manipulation Tools 

2	

FhG	FOKUS	/	ASQF	Joint	Workshop	
11th	Workshop	on	System	Tes;ng	&	Valida;on	

Trustworthiness	Tes;ng		
with	Models	of	Ccomplex	Hybrid	Systems		

10.11.2017	



3	

FhG	FOKUS	/	ASQF	Joint	Workshop	
11th	Workshop	on	System	Tes;ng	&	Valida;on	

Trustworthiness	Tes;ng		
with	Models	of	Ccomplex	Hybrid	Systems		

10.11.2017	

"   Complex Hybrid ‚Industrial Control and Automation System‘ (IACS) 
 according to IEC62443 multi-part Standard !  
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"   BITKOM, VDMA, ZVEI: „Umsetzungsstrategie RAM Industrie 4.0 (2015)“  
 of Industrial Automation and Control Systems (IACS) 
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"  IEC62443 Multi-part (Complex Hybrid) Standard on I4.0 ACS 

1-4	Teile	

1-4	Gruppen	

TSReq	IACS	Components	
Gruppe	4,	Teil	2	
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"   ISO/IEC JTC1 SC27 IT Security ! Test Requirements ‚Pentagon of Trust‘ 

I.Trustworthiness	
(into	Organiza4ons,			

Products	and	Services)	

III.Safety,	Reliability	
(Func4onal	Guarantees)	

II.Secrecy/Confiden4ality	
(Safeguarding	against	

Eavesdropping)	

IV.Usability	
(Appropriateness)	

V.Sustainability	
(Lawfulness)V.	

Prac%cal/System	
Engineering																				

Social/Poli%cal		
Engineering	

THE	PENTAGON		
OF	TRUST	

SC27	WG1	

SC27	WG4	

SC27	WG2	SC27	WG3	
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"    ‚Data Lake‘ filled with <n-tuples> of ISI Data of Trustworthiness: 

Actors 
E.g. SOC ISI Data 

Lake: 
<n-tuples> 

1

2

x

publish|
i=1...x	

subscribe|
j=1...y	

Actors 
E.g. SOC Actor|j=1...y 

e.g. SOC 

ISI|k=1...z 
Categorizatio
n Meta Data 

categorize|
k=1...z	

Raw	Data	
Sensor|
i=1...x	
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ISI Trustworthiness !  

 ‚QRC‘ ETSI ISG ISI 001/002 

 e.g. categoryIEX.INT  !  
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"    ‚Data Lake‘ filled with <n-tuples>:  
 Example: Informale Representation ISI Category IEX.INT !  

Class: IEX 
(Intrusions & 
Ext. Attackts) 

Family: INT 
(Intrusions) 

IEX.INT.MEAsure1 
(Intrusion Attempt on 

ext.Accessible Servers)  
Attr MEA<high 1-2 2 .> 

IEX.INT.MEAsure2 
(Intrusion Detection on 
ext.Accessible Servers) 

Attr MEA<low 3-4 1 
5-8> 

IEX.INT.MEAsure3 
(Intrusion on internal 

Accessible Servers) 
Attr MEA<med 4 3 5-7> 

IEX.INT.INCident1  
Attr INC<dI #ue/30d  

.. 
 #inc/30d/#extserv .  

400inc/extserv> 

IEX.INT.INCident2  
Attr INC<dI #ue/30d 
#inc/30d/#extserv  

m2/apm*90d 
0,7#inc/extserv> 

IEX.INT.INCident3 
Attr UNC<dI #ue/30d 

#inc/30d/#intserv  
m2/apm/90d 

0,05#inc/intserv> 
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"    ‚Data Lake‘ filled with <n-tuples>:  
 Example: Formal ‚Graph‘ Representation ISI Category IEX.INT !  

" 	ISI	Type	Graph	

Attacker 

ISI	ADT	Lake:	IEX.INT		
VAR	<nS	dI	m1	m2	iV	sV>	

publish	(svr.i		
IEX.INT	<f	s	d		m>)	

subscribe(svr.j)	
!	{ajempt	success}	

Ext/int 
Server.1 Ext/int 

Server.n 

Frequency 
Rate= 

#ev/[30d] 

Severity 
Level= 

{s|1...,4} 

Detection 
Rate= 

{d|1...,3} 

Maturity 
Level= 

{m|1...,8} 
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"    Industrial Automation Control System Model (EMAS of ISO 50001) !  

I.	SOC	
System	

Opera;on	
Center	

III.	Energy-
consuming	
Services,	
Processes,	
Machines,	
Devices		

II.	
Actor	/	
Measure	

W	=	E/B	Constraints	
of	Stability	

y	=	Steering-	
signal	

z	=	E/B	Vulnerabili%es,		
Failures,	AAacks	etc.		

fE	=	flow	of	Energy	/	
Behavior	(E/B)	before	Measure		
is	effec%ve	

xA	=	Energy/Behavioral	
State	

f‘E	=	flow	of	Energy	/	
Behavior	aNer	
Measure		
was	effec%ve	

Legend:	
System	Variables:	x,	y,	z,w	
Flow	of	System	Energy		
			to	be	controlled:	f,	f’		
	Signals,	Informa;on		

					to	control	system	(III);	
#	Energe;c	Streams		
					(purpose)	to	make		
					system	(III)	run;	
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"    Testing/Evaluation Semantics by Graph Manipulation Tooling:   
  CHS Example: Smart Grid Type Graph !  
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❒  A Graph is a Triple  
❒  <V E v> of Vertices V and Edges E,  

❒  a Graph Manipulation Mapping: v: V-->P(E) | E x E  
❒  Homomorphic Mappings f:V!V‘ and g:E!E‘ such that !     

2	Levels	of	Seman%cs	(Graph	Theory	–	Technical)	

St
an

da
rd
iz
a%

on
	D
em

an
d	 kεK	

(a	b)εExE	
{a	b}≤P(E)	

v	

v‘	
k‘εK‘	

(fa	q)εE‘xE‘	
{fa	q}≤P(E‘)	

g	 f	
1st	level	of	Seman;cs	

2nd	level	of	Seman;cs	
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❒  ADT Graphs comprise Information of Processes (represented by Vertices/Nodes) and 
Information of Relations between these Processes (represented by Edges):  

❍  Nodes (Vertices) represent continuously changing Processes i.e. Functionality 

❍  Edges represent non-permanent, i.e. switching relationships/conditions that could 
be established between Processes, as a consequence of changing relationships;  

❍  Example: Publication of Sufficient Wind Energy (repr. By a Node Variable) has the 
consequence of connecting wind mills to to the Energy Distribution Network 
‘Virtual Poser Plant’, subscribed to the set of volatile generators  

❍  (i.e. new realationships beetween Weather, WindMills, VPP)!  

❍  New Standard under Development: ETSI ISG ISI 006 ! An ISI compliant 
Measurement and Event Management Architecture for Cyber Security and Safety 
–  CSlang  A Common (Graph-based SIEM) Specification Language 
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Fin de ma conference – merci beaucoup # Q?A! 

Co-Chairing	of	GI	JT	WS		
on	I4.0	Standardisa;on	


