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* loT (protocols) quite young and
implementations often immature

Motivation HTTP - Complexity through
h interconnectivity and diversity
— * (Mostly) standardized protocols

OPC-UA OMA-DM
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CoAP/
LwM2M
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loT Application Logic
Battle

C ..‘ loT Services Layer Proofed

! ‘ HTTP - MQTT-SN CoAP‘ Conformance

Challenges in TLS /SSL
testing loT

O 1@

Interop.
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Compliance-
Tool

B IPv4/IPV6

Cellular: 4G, NB-loT, Cat-Mz1, EC-GSM, 5G a |
Non-Cellular: Wifi, LoRa, Sigfox, Zigbee, BLE Certification
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* IT ensures Quality with Ref. Implementations and Plugfests
* OTisdriven by standards and independent certifications
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https://projects.eclipse.org/projects/technology.iottestware
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- TSS: Test Suite Structure
\(%)\ ECLI pSE TP: Test Purpose (Catalogue)

ATS: Abstract Test Suite

ETS: Executable Test Suite

SUT: System Under Test
) s ﬁ loT

S5 TTCN-3) \;

a o _
Certification Test execution

A Testreports
- @ (== mp U
Testlogs

ISO/IEC 9646 —Conformance testing methodology and framework

Approach
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— Broker as SUT
— All mandatory message data fields

Client P MOTT ‘ Broker
cfg_oa (TS) B g (SUT)
— Regular and illegal data

Client (Fixed/variable header, payload)
: — ~ Protocol features
T S " cfg_o2 — Connect/disconnect (session)
est Suite Clere )

TS) — Subscribe/unsubscribe

St Fu CtU e — Immediate publish

— Last will and Testament (LWT)

PCO / ASPs .
(M QTT) Upper Tester — Heartbeats keepAlive values
cfg_o3 Topic |
: — Error handling
Client _ Broker )
‘ ) — Client as SUT
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Test Purposes
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TP Id TP_MQTT_Broker CONNECT oo01

| -5ael e a7os The IUT MUST close the network connection if fixed header flags in
CONNECT Control Packet are invalid

Reference [MQTT-2.2.2-1], [MQTT-2.2.2-2], [MQTT-3.1.4-1], [MQTT-3.2.2-6]

dlesto e PIC_BROKER_BASIC

Initial Conditions

Expected Behaviour |

ensure that {

when {
the IUT receives a CONNECT message containing

v

header_flags indicating value '1111'B;
}then {
the IUT closes the TCP_CONNECTION
}
}

| Final Conditions |
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Test description
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Input
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Requirements

Executa ble Lexecutable

specification"

' Verification &

TESTWHRE  validation

loT-Testware

Implementation
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Broker INCONC
Name Version # % # % #| %
Mosquitto 1.5.5 90 85,71% |11 10,48% |4 3,81%
HiveMQ CE 2019.1 86 81,90% | 15 14,29% |4 3,81%
v0.9.8 68 64,76% |33 31,43% |4 3,81%
MQTT 5.15.9 58 5524% | 43 40,95% |4 3,81%
- 0.38.0 58 155,24% | 43 40,95% |4 3,81%
Eva | Uatl on 1.3.0.2 5O 47,62% | 51 48,57% |4 3,81%
2.8.3 43  40,95% |58 55,24% |4 3,81%
1.7.1 34 32,38% |70 66,67% |1 0,95%
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Child Processes
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o o Fuzzer
Configuration

Test Suites /
Test Cases

Server Client \
<proto>

< Fuzzing Proxy > SUT

Generators

Protocol 4
Fuzzing

Scapy: MQTT / CoAP /HTTP/
Codecs OPC(-DA) | Modbus /
IEC 104 /CAN/OBD/....

Fuzzing
Engine

TESTWARE Rules Engine i e.g. PRNG, Fuzzfino, Radamsa,
i zzuf... !

Probability Logging Fuzzing analysis and reproduction
Engine
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Security
Regression
Testing

lLANGUAGE

loT

TESTWARE

TTCN-3)
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reportsto | wylnerable
Broker
V vernew

TP: Broker
CVE_[xxx] é'&
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Performance
Testing

MTC: Main Test Component
PTC: Parallel Test Component
MITMF: Man-in-the-Middle Fuzzer [ Fuzzing Proxy
SUT: System Under Test Gelfdestanmsy
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- Open standards require open-source test equipment
- Test equipment must be flexible though easy to use

Ta keaway * Reuse of standards-based test equipment frees resources for
additional testing activities

- Cooperate on (Black-Box/conformance) testing, compete in
implementation
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Questions?
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