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I Existing Testing Practice

Fact: Modern software designs are increasingly asynchronous,
concurrent, reactive and event

Fact: Testing is an exercise in sampling
Fact: A large proportion of the test cases are invalid
Fact: Testing is means to obtain quality — not to measure it

Fact: Limited or no traceability between specifications, system-
under-test, test specifications, and results

Fact: Testing is the most expensive, least certain way to detect and
remove defects and has maximum impact on predictability in terms
of cost, T2M, and quality
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I Statistical Testing

Usage model:
A model of software use (often described in TML)
Source of test case generation

Allows reasoning about entire population in terms of
software quality and test sufficiency

Results in higher product quality by both
objective and subjective measures
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Process of Statistical Testing
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Usage model construction

Usage model analysis and validation
Test planning and test case generation
Testing and test record management
Reliability analysis and report generation

J Usage Model Builder Library (JUMBL)
automates step 3 and 5
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Analytical Software Design (ASD)

ASD is a model-based technology and a toolset for:

constructing correct industrial scale systems from verified
components

ASD provides:

Fully automated formal specification and design verification
Automatic code generation (C++, C#, C)

ASD guarantees:

equivalence between specifications, designs, formal models and
runtime behaviour of generated code
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I Analytical Software Design

Verum ASD:ModelChecker
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I Practical Case:
| Cardio-Vascular System

Front-End Back-End




I Practical Case: Back-End
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I Practical Questions

Is the usage model compliant?
Deadlock free, livelock free, no illegal behavior?

Is the usage model valid?

A usage model must capture all uses of all possible
Implementations

Is the usage model complete?
No behavior in interface which is not in usage models
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I Practical Answers

Extended existing ASD toolset:
Usage model editing based on SBS

Support for compliance, validity, and
completeness checks

Test case generation:

TML generation (incl. unfolding of usage models and
elimination of predicates)

Test sequence selection based on JUMBL
Conversion to compilable C++ programs

Test report generation is implemented
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Tool chain

I Compliance Test Framework
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I Compliance Test Framework
I Process
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Example Usage Model
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I Example TML File (generated)
Y (~8000 lines)

verum®

I X:\CustomerProjects\PHC_CTF\productimodelsicxa_models\BEplusIP_tmp.tml (Read Only) - Notepad2
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13 (% ~

14 normalize(ll

15 emax

16§D

17

15 mode]l BEpTUsSIP

19

zo0 source [Idle_so]

1 Exception: ($1%)

2z ($1%) "IBETestqQ.DoGetversion/IBETestq. WUl TRet; IBEFEVersionExchange.Getversion[versions]->Gettingversionelaocked_s72"

23 ctf:|$ Call(IBETestq. DoGetversion)

z4 |$ //IBETesta.NUTIREt response

25 |$ wait(expected: IBEFEVersionExchange.Getversion[wersions])

26 | §

e [GettingversionBlocked_s72]

23

8 [ReInitializing_sa]

20 Exception: ($1%)

31 ($1%) "IBEFEActiwvationCB.Relnitialized/IBETestQCE. ReInitialized_processed-=Exit”

32 ctf:|$ Call{IBEFEACtivationCE. ReInitialized)

33 |$ wait(expected: IBETestQCB.ReInitialized_processed)

24 | $

EX [Exit]

35

7 [ReInitializing_s7]

EE Exception: ($1%)

23 ($1%) "IBEFEActiwvationCB.Relnitialized/IBETestQCE. ReInitialized_processed->Exit”

40 ctf:|$ Call(IBeFEACtivationCE. ReInitialized)

41 |$ waitexpected: IBETestQlB.ReInitialized_processed)

4z | §

43 [Exit]

44

45 [ReInitializing_s&]

46 Exception: ($1%)

47 ($1%) "1BEFEActivationcE.RreInitialized/IBETestqCE. ReInitialized_processed-»Exit”

48 ctf:|$ Call(IBeFEACtivationCE. ReInitialized)

43 |$ waitf{expected: IBETestOCE.ReInitialized_processad)

3] | $

51 TExit] v
< >
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I Results

Proof-of-concept tool-chain applied to a real Back-End

Verification of IFeBe: > 20 x 10° execution scenarios
Usage model of Back-End: ~1600 rule cases

Generated test cases:
> 10.000 steps per test case
~ 30 test case (Visual Studio limitations)

Several errors discovered

Current testing practice is infeasible
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Future Work and Conclusions

Philips Healthcare has embedded CTF in T&l process:

CTF is used for Front-End and Image-Processor
All sub-systems must have certificate

Use of test case interpreter

“Test and Measurement” boundary:
Usage model specified on output side of queue
Test cases feed events on input side of the queue

Support for non-determinism:
Black-box non-determinism
Equivalent traces
Ignorable events
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I Questions
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I Contact detalls

URL: www.verum.com

Email: Leon.Bouwmeester@verum.com

Guy.Broadfoot@verum.com
Philippa.Hopcroft@verum.com
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