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Combining combinatorial and model-based test approaches for highly
configurable safety-critical systems

Introduction and Motivation

« Software-intensive technical systems are complex
due to their broad range of possible applications and
huge set of configuration parameters

« Testing is always sampling
good sample is needed

* Objectives:
- Test the large configuration space

- Automated generation of realistic test cases
from the tester’s perspective

- Estimate product quality (reliability, safety)
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Combining combinatorial and model-based test approaches for highly
configurable safety-critical systems

The Test Object: ABB softstarter

» Device for the remote control of an
electric motor

 ~130 parameters

* Operational scenarios:
- Turn a motor on/off.
- Smoothly ramp up/down a motor.
- Vary the speed of the motor.
- Exception handling procedures

* Requirements for a new test techniques

- Automatically derive system test cases
according to the system usage.

- Automatically derive parameter sets to
be used with each test case.

- Selection process and the criteria for test
cases as well as parameter sets should
be transparent to certification authorities
(according to IEC 61508).

- Automated test execution
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Combining combinatorial and model-based test approaches for highly
configurable safety-critical systems

The REDUCE Approach (i)
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Combining combinatorial and model-based test approaches for highly
configurable safety-critical systems

The REDUCE Approach (i) (|
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Combining combinatorial and model-based test approaches for highly
configurable safety-critical systems

Model-based Statistical Testing
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Combining combinatorial and model-based test approaches for highly
configurable safety-critical systems

Combinatorics and Configurations

Configuration parameters

Affected No. of Parameters

functionality Numeric Boolean Enumerative
General 6 1 2

Protection 5 7 10

Fault 0 7 0

Warning 3 3 0
Miscellaneous 13 1 3

Total 27 19 15

61 relevant parameters identified
(value types: numeric, Boolean and
enumerative)

Numeric parameters  equivalence
class partitioning

Parameters constraints

5 type of functionalities: general,
protection, fault, warning, misc

Result: ~10°° valid configurations

Solution: combinatorial generation of
configurations

Pairwise combination of parameter
values (=covering all pairs of
parameter values)

WWW. pairwise.org
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Combining combinatorial and model-based test approaches for highly
configurable safety-critical systems

Test Models for Configurations (i)

System input (stimuli)

Name Description Function * Generic test model
Fault_TSC_STOP-M | Thyristor short (manual start) - derived from the requirements
circuit fault
SBS
Fault_ TSC_STOP-A | Thyristor short (automatic start) ( )
circuit fault - configuration-independent
Fault_TSC_IND Thyristor short (indication) functional aspects of the
circuit fault device, i.e. the mapping from
Hi_CurrProt High Current I>8*_e stimuli sequences to
Protection responses
IHi_CurrProt High Current I>8*]_e (time < 200ms)
Protection gone » Concrete test models
Hi_Time Time for High Time greater than 200ms - configuration-specific
Current Protection

- generated from generic test
model

= /ED MoTiP‘09 Workshop
% Fraunhofer D - J\lJ J JJ T Enschede, 23.6.09

IESE

Copyright © Fraunhofer IESE 2009

Slide 9



Combining combinatorial and model-based test approaches for highly
configurable safety-critical systems

Test Models for Configurations (ii)

Sequence Enumeration

Prefix Stimulus Equivalent sequencg
Running Fault TSC_STOP-M Stopped

Running Fault TSC_STOP-A Start

Running Fault TSC_IND Running

Running Hi_CurrPro Rur.HiCurr_Pro
Run.HiCurr_Prot IHi_CurrProt Running
Run.HiCurr_Prot Hi_Time Stopped

 Enumeration of input sequences
(=possible usages)

« Analysis of
- Validity of sequence
- Expected response
- Equivalence

* Requirements trace
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Combining combinatorial and model-based test approaches for highly
configurable safety-critical systems

Generic vs Concrete Test Models

For generating concrete test
models
- Irrelevant conditional
transitions are removed
- Concrete parameters are set
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Combining combinatorial and model-based test approaches for highly
configurable safety-critical systems

Generic Test Model
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Combining combinatorial and model-based test approaches for highly
configurable safety-critical systems

Concrete Test Model

/E) MoTiP‘09 Workshop
% Fraunhofer D - _|\j_| J _]J J. Enschede, 23.6.09

IESE

Copyright © Fraunhofer IESE 2009

\

Slide 13



Combining combinatorial and model-based test approaches for highly
configurable safety-critical systems

Test Case Generation

» Test cases are configuration-specific, i.e. the paths
traversed by the test case and the test oracle may differ

* From every configuration-specific test model, a set of
test cases was generated comprising

- model coverage set
- random tests ( meaningful test results)

* Planned test effort: ~3000 test cases

» Abstract test case: model path

» Concrete test case: executable test script
(each model transition is annotated with a test script)
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Combining combinatorial and model-based test approaches for highly
configurable safety-critical systems

Test Execution

Test Execution

zut_operate

Softstarter

Keyp=ad

embedd system under test

Test Environmenrt

Test interface holds all functions to
manipulate the softstarter itself as well
as the test environment.

Test scripts have to conform to a test
interface defined for the test execution
environment

sut_operate: functions for setting and
reading parameters and operating the
keypad (Ul)

env_operate: functions for connecting
the softstarter + setting up any
additional test hardware
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Combining combinatorial and model-based test approaches for highly
configurable safety-critical systems

Evaluation of Test Steps and Test Cases

» Test steps (=model transition traversed)

- Stimulates the test object

I .
4 - Describes expected system response

N * Responses
\ - Discrete (relay output for locked rotor)

. \ - Continuous (start/stop ramp voltage variation)
—ro e \ e.g. reference shapes, variation limits

> « Failures
- Wrong, delayed responses
- Mapped to test steps, transitions, and stimuli
- Stopping failures

P MoTiP‘09 Workshop
__—— ﬁ
% FraunhOfer _r) - J\/J J _]J_]- Enschede, 23.6.09

IESE

Copyright © Fraunhofer IESE 2009

\

Slide 16



Combining combinatorial and model-based test approaches for highly
configurable safety-critical systems

Results from Initial Application - Reduction

* Numeric parameters
- 27 numeric parameter with 100+ values

- Equivalence partitioning and boundary analysis
reduced by 85%

» Parameter combination
- 61 relevant parameters, ~1030 configurations
- 1830 pairs of parameter values
43 configurations for pairwise coverage
» Idea: Dividing parameter pairs into disjunctive subsets

- Impact analysis of pair parameters
(e.g. start-range+start-ramp)

- Remove pairs without impact
(e.g. start-range + Date)

439 pairs (reduction by 76%)

Better coverage of these 439 pairs (e.g. 3-wise)
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Combining combinatorial and model-based test approaches for highly
configurable safety-critical systems

Coverage Evaluation

* Aims at reducing the number of test cases that have to
be executed for each system configuration.

» Algebraic structure semi-lattice to describe the relation
between generic (g) and concrete test models (c;).

» Idea: Impact analysis of coverage of a concrete test
model

* if ¢, Is completely covered, a partial coverage of c; is
also achieved

Reduction of the test case set
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Combining combinatorial and model-based test approaches for highly
configurable safety-critical systems

Conclusions and Outlook

e Conclusions

- New approach for testing highly configurable
systems combining combinatorial and model-
based techniques

- Initial application to an industrial test object

e Future work:

- Compare the existing test approach and
REDUCE in terms of effort and efficiency

- Implementation and application of the semi-
lattice concept to avoid redundant test cases

- Development of a prototypical tool chain
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Combining combinatorial and model-based test approaches for highly
configurable safety-critical systems

Questions

Thomas Bauer

Testing and Inspections

Fraunhofer IESE,

Tel: +49 631 6800-2188

Email: thomas.bauer@iese.fraunhofer.de
Web: http://tai.iese.fraunhofer.de
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